0.1 Enterprise Linux.

I would like to share some ideas on the enterprise Debian Project. We could know rivals Redhat, Novell and even Microsoft off the top spot.

I’ll start from the beginning……..

Before starting to deploy a network you need to know the basic structure of your network, how many people on it, how big it will grow.  Many other questions to consider, such as what programs you are going to use.

So I would create a program that would ask you many questions.  At first you may not know the answers to all of them, but it would draw up a design and recommended software to use, including file servers, email servers, database and web servers. You will make more changes to the network just to suite your needs and optimise it. Test the network environment before rolling out a computer. 

The computer you will be working with will then become the deployment server.

The program should show you what to roll out first and produce a boot up configuration file base on your network. Copy the file to a bootable disk (CD, USB memstick ….) insert the disk into the computer and boot it. It will automatically install only the components it needs and will become the server or workstation it was meant to be.

However, the computer you just installed comes with a public and private key, so only the deployment server or other designated servers can install software remotely to it. The public key will always talk to the server to check available updates and security patches.

Another advantage of this tool is that all packages come from it all a designated file server. They will never get it from the net. Reducing the amounts of download from your network.

1 Automatically set up network

· Create a network based on the your answers given.

2 Create a domain. 

· Automatically giving your network a structure that any Administrator can understand and centrally manage.

· Based on LDAP and other directory Service programs.

· Kerberos and other secure software protocols should also be used.

· Dedicated Administrator workstations. Put specific Administrators for different servers types or parts of a domain. Your network could have one administrator dedicated to email servers and all his workstation and login can provide is access to change email server configuration and monitoring. So there will be no need to work off the central server.

3 Automatically make a configuration set up for servers and workstations.

· Before deploying your first servers or any new server types it would ask more questions to create a boot up file that will install Linux in a minimal way and keeping Secure Linux standard.

· Make the first Workstation with its graphical interface install the only programs needed then set the benchmark for all other workstations based on that configuration.

4 Keep all computers on the network updated and maintained via a central point.

· The central server will get all the updates from Debian and others everyday and only deploy them to the machines that need the fix or update. 

5 Monitor problems on the network and resolve them automatically.

· A Syslog server will monitor all events on the network.

· It will also try to resolve the problem from the error message and the error code so that the error never occurs again.

· If it cannot resolve the error it will be sent out to the Linux community to figure out and send a fix. It will also update it to all other Syslog servers so they never get the same problem again. (don’t sit with the same problem twice.) 

· Also take preventive measures to combat failing machines and security breaches.

· Syslog should also assist in bug tract sending 1 of each bug found on the network.

· Install a Software server with Debian on it (one of the option when installing Debian). This will copy all the packages from Debian distribution onto the hard disk.

· Use the network design software to design your required network. Answer as many questions as you can about the network. Software will assume defaults if you leave a question out. The Software will enable you to draw the network as well.

· The first Server you roll out will be the Domain controller. You may have to answer a few more questions. After the wizard is finished the copy the configuration to a Memory stick or CD. Boot the Server up with the Media and a network connection to the Central server. (The server will install only software relevant to the configuration of the file and getting the software from the central server.)

· Depending on your network layout and design you may roll out a few other servers such as email, proxy, firewall, file, database and web servers to name a few. The software will produce a configuration based on previous answers and a few more questions specific to the server being rolled out. (Questions such as what MTA to use, where will uses email be kept…)

· Make a template of workstation roll it out to 1 computer then test it with your environment. Make software changes from the server updating the template and installing the software on the workstation. Then when you are happy with it run it though the Secure Linux test then deploy to the rest of the network. Maybe use a memory stick, CD or floppy disk to boot into the network.

· At this stage you may want to rollout a few other special workstations for administrators only. These workstations can change the network according to the use rights. You may have 1 administrator the just has access to change a workstation template and see to its well-being. This would eliminate the other people changing the software installation. You may have other guys looking at the files servers and domain controllers but nothing else. That is all up to you.

· The system will work on an admin.pub and admin.prv system where only the central server or one of the designated admin machines can change the settings. You could allow users to change some basic setting but not all. This would also stop people try to install software and eliminate risk of another central server on the network.

· On a WAN you may want to put a central server proxy on each wan end. That way you will eliminate all the workstations and servers getting its updates and package from across the WAN. It could get its updates from the Internet or the central server. These servers will be the only Machines talking to the main central server from across the WAN.

· Especially on major rollouts you may want to put a few proxies on your network to deal with the load.

Scenario 1

You are rolling out 100 workstations across your network. You have some workstations on other parts of the WAN so there are proxies. The network is already spilt into OU’s. Two of the proxies are on your side because the majority of workstations are with you. You don’t know witch computers are going to who or where. 

In your configuration template set it up that the installer on site will insert the computer name and IP address if applicable also the OU that it will fall in. This will then point to the closest proxy and the installation will continue. (Because the proxy’s carry all the software that the Central server has.)

Scenario 2

You are rolling out 20 file servers 1 for each department or location you want them all to have the same policy and High Availability and best performance. You created OU’s already although you know the IP address and name of the server you want to use for each location you want the to give the installers minimal configurations. 

Create a file server template run a high availability configuration wizard on it. The Central software will already optimise the server for best performances. Then them open the template insert an OU name IP address and other details you know and save it as that particular server name e.g. fileserver.sales.us.acme.com or anything you can remember that server by. But don’t save it over the original template. Then make the same changes for all the servers and save them as the server name.

Scenario 3

You have 50 laptop users you want them to dial up and get there email and update there work. They are as usual all over the world and hardy in the office. They also need access to the lasted files from there departments.

You create a laptop profile that will save battery file of cause. It will also use VPN when connected to the Internet. The home and department folder should reside on the file server and be synchronized every time they go into the Internet. VPN will also make sure that they through your proxy and firewall because you cant trust another ISP’s security. Set a policy that they can only disconnect from the Internet if the synchronization is done.

